OCHOBHbIe cnocoObl
coBepLieHna KnbepnpectynjieHuUn



CTATUCTUHECKUE OAHHDIE O KUBEPIMPECTYNMHOCTWU
4 U
T/J 33 2023 - 2,6 mnH. pybnen nOpTPET )KEPTBbl

33 2024 — 6onee 1,4 mnH. pybnen

KubepnpecrtynHuka
ExxeHepenbHo okono 380 npecTtynieHnmn
(0)
TpeTbAa YacTb peructpupyetca B MUHCKe a MEHLLMNHbI (606)
(0]
Cambim BO3paCTHbIM noTepnesLlwmnm no 86 ner, — ot 31 A0 45 nert (3312A)

OHW YCTaHOBUAU NPUNOXKEHNE “ TPYAOYCTPOEHDI
C BbicLULMM obpa3oBaHmnem (40%)

Kon-so npectynneHuin B cTpaHe

30000

. Cnocobbl coBepLieHnA
20000 — 18321 MoweHHn4yecTBa 60%
15000 o | XuLeHna nmyLectsa, nyrem mogudukaumm Komn. nHe. 30%
10000 = | I He3aKoHHbI 060pOT cpeacTs nnatexa 4,1%
N e HecaHKUMOHMPOBAHHbIN AOCTYN, YHUUYTOXKEHWNE,
momnom 1 I 6noknpoBaHune, moandukaumna n nHole 3,9%

2014 2015 2016 2017 2018 2019 2020 2021 2022 2023 BblN\Ol_aTefleTBa 3 3%
?
3aBe,oMO N10XKHOe coobuleHne 0b onacHoctn 1,6%



UHTepHeT-MOoLUeHHUYeCTBa U XULLEeHUSA C UCNOJIb30OBaHUEM CeTH
MHTepHeT cocTaBnaloT 6onee 90% oT Bcex KubeprnpectynieHmm

PeknaMa B MecceHp)KepaX,
coobLeHmne B colceTax

Bnagenbubl caMu NepeBoaaT
OEHbIM 33 HECYLLIECTBYIOLLMM
TOBap, AOBEPAd pekname B
NHTepHeTe, nnm nocne
coobLLEeHnsa (TEKCTOBOro Un
FOTOCOBOI0) C MPOCbbou
POOCTBEHHWKA UJTM 3HAKOMOTO
N3 coumanbHOM CETU..

OocTyn K aKKayHTy

Nocne 3aBNageHnsa oaHUM
aKKAYHTOM MOLLUEHHUKN C
Hero paccblatoT gpyrmm
KOHTaKTaM penKoBble
FONNOCOBbIE NN TEKCTOBbIE
COObLLEHNSA C MPOCHOOM
MnepeBecTn OEHbI.

NEPE-
BO[L

3BO-
HOK

OEHDbI'U

OAH-

AKKA- HbIE

YHT

Telegram-kaHan “UudpoBana rpaMoTHoOCTb”@cifgram

3BOHOK B MecceHpXepe

MoOLIeHHUKN NpeacTaBngaloTcs
COTPYOHMKaMM
MPaBOOXPaAHUTENbHbIX OPraHoB,
OaHKOBCKMX OpraHm3aLmm,
PaboTHMKaaMM onepaTopoB
CBSA3U, POACTBEHHUKAMMU.
Y6exaalT yCTaHOBUTb
nporpaMmMHoe obecrieyeHme,
MoONy4YnTb KPeauT, NepeBecTu
OeHbIMM Ha «3aLlMLLEHHbIN CYEeT».

NMony4yeHue
nepcoHabHbIX AaHHbIX

OULLUUNHT nogoenbHble canTbl
OaHKOB, KPUMNTOOUPIK UNK
MOOUSIbHbIE MPUTOXKEHUA
ornepaTopoOB CBA3WU.

[MoNy4mB IMYHbIE OAHHbIE
NNV OEeHbIN, MOXULLIAKOT UX.



CyTb CXeMbl

MoOLLUEeHHWKW NpeacTaBnaoTCA
COTPYOHMKaMU MPaBOOXPaHUTENbHbIX
OpraHoB, PaboTHMKaMM BaHKa, onepaTopoB
CBS3M UM TOCOPraHoB.

Cnonb3yoT NCUXonornyeckme ynoBKu,
UrPatoT Ha YYBCTBaAx, CHavasia yrpoxatoT Uimn
CcoobLLatoT 0 Npobneme, NOTOM NpeaiaratoT
MOMOLLb B ee peLleHnun.

Yb6exaatoT YCTaHOBUTb MPorpaMMHoe
obecneveHMe 1 NepenaTb KOO perncrpaumm,
NN MONYYUTb KpeauT 1 NepeBecT AeHbIMM
Ha “3alMLLEHHbIN” CYET.

Pecnybanka beaapycs

MHMITU LI ST
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1 Kax n6cmﬂT pawmw nena?

<33 ' Xopowo

Bbi no kakomy Bonpocy? i cr
| Camu cBasanca?
i Her. 1 He 3Ha10,KTO 310

| Ceiyac NpoxoauT NpoBepKa Halwen
OpPraln3saumm, KTo-T0 M3 COTRYAHWKOB
NOAO3PEBAETCA B CNOHCHPOBaHUK
TEPPOPH3Ma, KAKMEe-TO NEPEBOMb, CaM
TONKOM HWUMEro He NoHAN, C Bamu Byner
CBA3LIBATLCA

3TO COTPYAHMK
. byaer

3af1aBaTh BONPOChI HA KOTOPbIE HYXKHO
OTBETMHTS.

Leno cepb@3Hoe, NpUesXanu nogy 13
KOMMTETa, Npocbba HUKOMY U3
COTPYAHUKOR He COoBLUATE AaHHYI0
MHPOPMALIMIO, KOMY HY>XXHO COOBWMTE
caenaro 3To NMuHO. Koraa oH ¢ BaMK
cBAXETCA - coobwure MHe, Xopowa?

15260 0 G -F -

WpwuHa Hukonaesa

9 peepansa
Haranbs HukonaesHa, o6pbli A€Hb.

Lo6pbin gexb, UpuHa BnagumMupoBHa.
14:39 W

Kak obcToaT Baww gena?

Bce HopmanbHo. YTo-To ciyuunocs?
14:42 &

370 3amMeyaTenbHo, ¢ BaMu Hosalu
CBfA3bIBancA?

He NOMHIO TaKOro...3T0 KTO TAKOH? 1445 .

Ceityac NpoxoAuT NPOBEpPKaA Hallero
yye6HOro saBefeHus, KTo-TO 13
COTPYAHVKOB Mofl03peBaeTcs B
CMOHCUPOBaHWUK TePPOPU3Ma, KaKWe-To
nepesopbl, Cama TONKOM HUYEro He
noHsana. Noka NonpoLy Konneram Hu4ero
He roBOpUTb. KOMY HY>XHO 6yAeT COOBLIUTL
- CAeNal 3To JINYHO.

C Bamu ceskeTcA Hoealu Anekceit
Bnagumuposuy, ato coTpyaHuk KIK
KOTOPbIW 3aHMMaeTca 3TUM Aenom. byaer
3afaBsaTb BOMPOCHI.

0, Boru! Kakne nepeeoabi? Xopowo..
14:48 &

Korfia No3BOHAT, COOBLLMTE MHE.

20:40 (EIEEED) - -
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TpUBET 5930 w2

fl 3aBTpa BEpHY
EcTb 2030 v
3auem Te6e? 50.30
Cnacun6o

[la MHe onnaTuTb Hago, a Ha KapTe
HW4Yero Het

5208 1300 0020 2063

1 32 KOMUCCUIO BEpHY

Ha komuccuio nodur o931 o

Hanuwm kak npuayT 2031 w7
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Y1o6b1 HE CTATb YXEPTBOW
KnbepnpectynHMKa,

KaK MOXXHO paHblLue
3AKOHYUTE PA3IroBOP

C HEU3BECTHbIM JIULLOM e -
Kem 6bl OH He NpeaCcTaBuUCs. yeE




CyTb CXeMbl

MoOLWeHHWNKKM cOo30atoT NoanenbHble
CalTbl KOUMNTOOUPYXK UK
MHBECTULIMOHHbIX MAaTPOPM.
Pa3MeLllaloT peknaMy B VIHTepHeTe.
[MoObICKMBAKOT 3aMHTEPECOBAHHbIX B
MacCMBHOM Joxode Mtoaen, roToBbIX
BNOXXUTb pearsibHble A€eHbI1 B
denKoBylo 6BUPIXKY, AKOOLI Mof,
«PYKOBOOCTBOM KypaTopa.

Ha nene okasbIiBaeTcH, UTo
3apaboToK, BUOAUMBbIV Ha KPaHe,
BCEro nllb HAPUCOBAHHDbIN.

Jlerkux peHer HE BbIBAET.
Peknama MHBecTMUMM paboTaeT

OTKNMK Ha peKkaamy v 3arnonHeHune
dopmbl 0b6paTHOM CBA3MW.

3BOHOK OT KypaTopa (Tpenaepa)

C NPeANOKEHNEM BNOXKNUTD
AeHbr B MHBECTUUMW. NHoraa
MOXET 6bITb MO MOBUNBLHOW CBA3M.

[Mpu nonbITKe BbIBOAA AEHET C BUPKU
HeobxoaAMMOo onaTUTb B3HOCHI,
HaNorM, KOMMUCCUIO, NOLUIUHY

N NpoYne NNaTexku.

Mo NPUHLUMNY MHAHCOBOM MMUpaMuabl.



MPUMEPbLI NOAAE/TbHBIX MJ/TATOOPM

ER
AUDCAD ~
Mo4yeMy 3TO BbIFOAHO YTO HYXHO ceNnaThb, 4Tobbl HA4YaTL
ANA o6bIYHbIX rpaXkaaH 3apabaTbiBaThk ¢ Fasanpom MHBecT yxe
LI | cenyac?

3apernCTPWPOBSTLCA HA AaHHOM cawTe 8 dhopue ssiwe |

[IO®QATECA JBOHKA OT KOHCYNETAHTA KoMNaHmM [2npos VHBECT M NOATBEANTL
permcTpaLo
OanH n3 CaMbiX JOXOAHEX ACTHMBOB

BupaTs ¥enaeuyio CyMuy K3 OJET W yxe uepes 30 aneR NOMMTS Nepesii A0X0A

BHICTpL BLIBOA CPEACTE Ha mo5yi0 K3pTy
Ganxa Benapycn

Anexcen Muanep

Ml Np@sANA pelweHne oTIp: 0C &
AUDCAD rpaxaan Seﬂaﬂ‘fﬂlﬂ NOCKCNLKY ITO ana
Fasnpoua, Tax u ana Genopyccos.

[leno & TOM, UTO H3 ABHHLIA MOMEHT POCCHIRCIONA ra3
CT3HOBMTCA CaMbM BOCTRES0SIHHLM H3 MUPOBOM paikie. Bo
BOSX CTPIHAX WIPa CTPEMWTENEHO PICTET CNPOC K3 Br0
nokynxy. Mo 370/ NPHYAKE Ml PELUWNA YBENWIHTS O5beMb
MPOMIBORCTEA rasa 8 4 paa ¥ NPUENEUs NIOIEH 00 BOER
BenapycH 8 KAYECTEE MHBECTOROR

Mockoneky UeHE HE r33 CEANEC DRICTPO MEHAKTCA, BCE, KTO
YUSCTEYIOT B NpoexTax [a3npoua, NONYUZIOT B CPEAHEM N0
$800-58,500 aoxoaa exeMecAwO.

oterTLe nanam



CyTb CXeMbl

MOLEeHHMKWM CO30atl0T aKKayHTbl B COLCETAX N Ha
TOPIroBbIX NMJoLWagKax.

Pa3MelatoT GoTo TOBapa Mo 3aHUMKEHHOW
CTOUMOCTMW.

M nop, pasnuyHbIMK NpegnoraMmm yoexxgatoT
MnepeBecTU AeHeXHble cpeacTBa B KayecTBe
MOTHOM UMW YaCcTUYHOM NpenonaaThl.

MpoBepbTe CyLeCTBOBaHME MarasHa, NMO3BOHUB
no 6e1o0pyccKoMy HoOMepy,

OLleHUTEe AaTy CO3AaHUA aKKayHTa U
HaCTOpPOXXUTeCb 60NbLUUM KOJTUMECTBOM
noANMMMCYNKOB 3a KOPOTKOEe BpeMH4.

4 by.konfiskat
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OULIKHT.

Cnocob, Koraa MOLWEHHUKN TOYHO KONUPYIOT
HACTOAWMMN N CO30a0T PULLMHIOBbBIN CANT.

Yalle Bcero 3aB/1aAeBaloT NEPCOHANIbHbIMU AAHHbIMMU,
MCnonb3ysa NoaaesibHble CTPpaHuUbl 6BAHKOB, TEaTPOB,
Ka/IbAHHDIX.

Mpu BxoAe B 3epKanbHbI MHTEPHET-OaHKUHT MAn Npu
NOKYyNKe «bunetos» Ha PULLMHIOBOM CanTe
Nonb30BaTeNlb BBOAUT CBOU INYHbIE AAHHbIE, B TOM
ymncne Koa n3s CMC.

3TMMM JaHHbIMW 3aBNaAeBalOT MOLIEHHUKMU
1 COBEPLUAIOT XULLEHUE JEeHEXKHbIX CPeacTB.

NHTepHeT-agpeca
H6enopycckmnx opraHm3aumm
pacnonararTca B
HAaUMOHANbHOM CErMeHTe
NHTepHeTa —

AOMeEHHOM 30He «BY».

BCErOA NPOBEPAMTE
AZLIPEC CTPAHULIb,
[OE BBOAWUTE
JINYHBIE AAHHBIE.
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3 E] Cucrema «WnTeprer-Bankmnr: X Cuctema «MHTepHeT-BaHKuH |

ash24-ibank.com

BXO &
CHCTEMY

L ]

WHTEPHE T-BAHKWHI Lh' 14}'
+375 17 2188431
Yacro
BXon MHcTpyaymen Onlime-
yespes MCH IO SONE TENR pErMCTpELMR Ja'l::mu

> Mapont =

LAPTH KOCE
soasi CMC-rog
W Mnénu i
LI

Visa Extra - LT

B Boneuod tearp co
crdnkmd no kapre Visa

C maprourod Visa
Banspychanin mosxn

Benagychasea

namyiTe 10 pyl. w2

mORyTIEN B o
M RN

Yeamaesmbie knHeHTh, GyasTe GaMTentHb!

Bxon B cHoTeMy CHHTEPHET-BaHKMHIMT OCYLECTRNAWNTE C
ofuuMansHore cadTa BaHKa, He NeEPEXOOWTE NO NOACIPHTENBHBIM

[ oW ST

>O E] hitps://asb24-ibank.com

https://asb24-ibank.com

MHTepHeT-agpec
ocbMumanbHOM
CTpaHMLbI
https://ibank.asb.by/



NOJIb3YUCH BE3OINACHO

YNPABJIEHME

no NPOTUBOOAENCTBUIO
CTYMHOCTH

YBA BUTEBCKOIo

OBJTUCMOJIKOMA

https:// 6aHk
https:// AocTaBka

Monb3yiTecb MOGUNbHBLIMU NPUNOXKEHUAMMU BaHKA

Mepexoaute B UHTEPHET-6AHKUHT TONBKO C OPULMANBHOIO CAHUTA
6aHKa

MpoBepsiiTe aapec MHTEpHET-6aHKUHIa B aAPECHOM CTPOKE, MeXAY
nocneaHein TOMKOM M NepPBOI HAKIOHHOWM YepPTOM AOMKHO ObITh

TonbKo Tak .by/

AKTMBMpYITE Ha KapTe, MCMONb3yeMOM A5l OHNAWH-NIATEXEN,
ycnyry 3-D Secure (noaTBepxaeHue nnarexen SMS-kogom)

He nepexoamTe B MHTEPHET-6AHKMHT NO CCbIIKAM B MOMCKOBBIX
cucTemMax

He ucnonb3yirte SMS-koabl oT 6aHKa M KOA C 060pOTHOI CTOPOHBDI
KapTbl AN NONYYEHUS AEHEXHbIX CPEeACTB

He nepexoauTe no ccbinKaM M3 COOOLWEHUI ANA [0CTYNa K
MHTEPHEeT-6aHKWHIY U UHBIM CEpBUCAM WU YCIyraM




deHe)XHble nepeBoabl

MoOLUeHHUKU NoL
Pa3/IMYHbIMU
npensioramMmm

“BblTArMBarOT” 13

epPTB AEHbI .
denKoBble MarasmHbl
npepgnaratoT
nepeBecTun
npenonnaTy 3a ToBap
Ha cyeT mnum bIK.

Koabl 3 coobLeHum

UundpoBblie koabl ns
CMC B COBOKYMHOCTMU
C ApYyrMMmM OaHHbIMU
npenocTaBnatoT
OOCTYyn K cepBucam
M, B HEKOTOPbIX
cryyaax, gatot
BO3MOXXHOCTb
0POPMUTb OHTANH-
Kpeout.

JINYHbIE@ AaHHbIe

OrpaHuybTe
pacnpocTpaHeHue
JINYHbIX AAHHbIX

MOLUEeHHWKMN
MCMOSb3YOT
HEeMpPOCEeTU N Cco3aatoT
ann-epenkm (ronocoBble
iz
BMOeonsobparkeHums).

O6naJHble
naponu

K pa3HbIM cepBUucam
pa3Hble naponu
CocTaB napong

MeHepykep naponen
O6nayHble naponm
(oByxdakTopHaqa
ayTeHTMdmMKauma) K
cepBMCaM.



20:50

TpeHA, pacnpocTpaHAeTCcs B MO/IoAeXHOM Knubepcpese.

i Wnba 3

AT e e e
OTEETCTEEHHOCTE

CyTb CXeMbl

Ecnu ¢ 16 wnu 18 To HOpM

3aKnto4yaeTca B TOM, YToObl co34aTb s
HebnaronpuaTHYO 06CTAaHOBKY rocopraHam,
HAPYLWWUTb PEXMM UX PAaBOTbl MM OTOMCTUTD
cBoemy 0buAaYnKy, Co34aB ANA HEro npobnemsl

C NPaBOOXPaHUTE/IbHbIMU OpPraHamMm.

OTBeTCTBEHHOCTb HacTynaert ¢ 14 ner
U npegycmatpusaet BnaoTb Ao 7 ner
NneHusa cesoboapbl.

Tak a ecnu 310 NOXHas

®

Cldnesess

HanwcaHo 7 net 310 MakCuMyM 1 -

MuHuMyM Wwtpad . o



Uropsb 3yes TxeDeVI cpr

Aponbl — ntoaun, npegocrasndaowme
cBOM HAHKOBCKNE PEKBU3UTLI ANA
TOro, YtobbI YEpes UX
NPOMEXKYTOUYHbIE cHeTa NPOBOANANUCH
NOXULLEHHbIE AEHbIN.

MUHKCTEPCTBO TPYAA U COLMA...
=== % BHUMaHUe, MOLIEHHUYECKA...

Onnatum cpasy Ha pyku nocne
BbINONHeHUA pabotbl

3apnanata 8000 py6nei

HyxHbl Ntoan ansa pacnakoBku
TEXHUKWM B HOBOM rmnepmapkete.
Mucate B JIC no nosoay

paéotb! MuwuTe

cropa:@

Ludposas rpamoTHOCTb
BukTopuHa
Hy>XHbl Kypbepbl B TBOEM
ropoge c ctabunbHow
onnatoi Tpyaa. NMucaTb
croga:@

—
7,

NaNa Suliman Y&T= i3l
[lna nouncka AponoB MOLLIEHHUKK

pa3MeLLaloT pa3NnyHblie
06BABNEHMA C BAKAaHCUAMM.

MUHNCTEPCTBO TPyAa M COUMa...
— === % BHUMaHWe, MOLIEHHUYECKA...

Deleted Account
Hy>XHbl ynu4HbIe

L\l.mb_pmaﬂ rPamoTHOCTB doTorpadsbl, onnata 300-500
BukTopnua - pybneit 3a doto. Nucatb
OTBEeTCTBEHHOCTb 3a npouncxoxgeHume CpOoYHO HYXXHbl NN Ha Nii8 crofa:(@

BakaHcuto "TalHblit nokynaTens" =
ctaBka 75K B mecal. MNMucaTe
cropa:(@

npoweaLwunx no 6aHKOBCKMM cYeTam
AeHEr HECYT B/1adeNblbl TAKUX CHETOB.

= = = —=

B Deleted Account

MMHHCTEPCTEO TPYAa W ColMa...
=== % BHMMaHWe, MOLLIEHHUYECKa...

CPOYHO HA MAPY YACOB
. 3% 3A 3 4YACA 5.000 TbICAY
HA PYKW =5 MITATUM CPA3Y
No OKOHYAHWIKO CMEHbI =
v Muwurel <@

Ctatben 222 YK
npeaycMoOTPEHO HaKa3aHue
BnAoTb Ao 10 net

nmweHus ceoboabl.

Auana KypaumHa

CEB{ Liudpoean rpaMmoTHOCTL

AT MOLLIEHHU4ECKHe CXEMBI C UC...
Hy>kHbl ntoan Ana peknambl.
Onnata ot 50 000 B mecsaU,
MuwwuTe croga:@




[MoKynaTb TOKeHbI (KPMNTOBANKOTY) 33
AEeHeXHble cpeacTBa TONbKO Ha
H6enopycckmx KpMnToburprKax, ABAAOLUNXCA
pe3naeHTamm MapKa BbICOKUX TEXHO/IOTUN.

O6meHNBaTb TOKEHbI Ha ApPYrMe TOKEHbI Ha

Nobbix Kpuntonaatpopmax 6e3 orpaHNYEHUN.

SAMNPELWERO

MoKynaTb UK NPOAABaTb TOKEHbI
(KpnnTOBaANIOTY) 3a AEHEXKHbIE CPEACTBA
Ha MHOCTPAHHbIX KpUNTOBMpPKAX

ny pusanyecKknx nuu,.

[TopAAOK OCYLLECTBNEHUS

CAENOK C KPMNTOBANOTOW onpeaenet

YKaszom lpe3unageHTta ot 17.09.2024 Ne367

«06 obpaleHnn umdpoBbIX 3HAKOB (TOKEHOB)>




byabte 6autenbHbI!
JTU 3HAaHNA NOMOTYT Bam
COXPaHWUTb Baln AeHbrn!

[ NaBHOe yrnpaBneHme

MO NPOTMBOOENCTBUIO KMOEepnpecTynHOCTU
KPUMWHATbHOM MUNNLNN

MB/[, Pecnybnunkumn Benapyco.




